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(57) Abstract: A portable detachable tracking unit for shipping conlainers which provides communication via satellite with a central 
server is provided. The tracking unit has an antenna to communicate both with the GPS satellite and a two-way satellite, a computer, 
a GPS receiver, a satellite transminer, a modem and an internal power source. The tracking unit can be attached and detached from 
the shipping container and is can be anached to the locking bars on the doors of the shipping container The tracking unit may have 
sensors for determining when it has been tampered with or detached from the shipping container and transmitting that information 
to the central server. The Uacking unit may have a memory capable of receiving and storing geo-fcncing information on the specific 
route to be taken to the destination with die computer being programmed to determine if the tracking unit is outside of the geo-fence 
or not and communicating that information to the central server. The Uacking unit may have a sensor to determine whether it has 
been detached from a door of the shipping container and Uansmitting that information to the central server. A built-in tracking unit 
is also provided which can communicate whether a door of the shipping container has been opened or not from information supplied 
by a sensor. 
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PORTABLE DETACHABLE SELF-CONTAINED TRACKING UNIT FOR TWO 
WAY SATELLITE COMMUNICATION WITH A CENTRAL SERVER 



{0001] 



FIELD OF THE INVENTION 

The invention relates generally to tracking systems, and more particularly, to a 
method and apparatus for tracking containers along the surface of the earth and monitoring 
the security of the containers. 



[0002] 



BACKGROUND OF THE INVENTION 

With the development of global positioning system (GPS) satellites, there have been 



many products that have been developed such as navigation systems in automobiles and 
fracking systems for locating various items such as frei^t containers and automobiles. The 
GPS utilizes multiple satellites orbiting the earth. The GPS satellites are programmed to 
synchronize transmitted signals to the surfece of flie eartfi. In other words, the GPS satellites 
are programmed to transmit signals at the same time to the surface of the earth. In this 
regard, a GPS receiver receives the transmitted signal from the GPS satellites and calculates 
the amount of time that the transmitted signal is received. Tliis allows the GPS receiver to 
estimate its distance to the GPS satellites and calculate the receiver's position along the 
surface of the earth. 

[0003] Baker, U.S. Patent No. 6,339,397, discloses a GPS tracking system that includes a 

portable self-contained tracking unit. The tracking unit utilizes GPS satellites orbiting the 
earfli to determine its location along the surfece of the earth. The Baker tracking unit 
includes a cellular telephone as a transmitter. The cellular transmitter transmits its signal to a 
cellular service provider, which in turn sends the data over the Internet to a database on a 
central server computer. Customers may access the data 6om the central server computer via 
a web page on the Intemet. 

[0004] Oibcomm Global, LP, has developed a two-way satellite communication system. The 

Orbcomm system includes multiple satellites and multiple ground base stations C'gateway"). 



The ground base stations transmit signals Aat control flie satellites, and receive signals from 
the satellites to monitor the activities of the satellites. The satellites are programmed to 
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[0005] 



[0006] 



receive signals from a "subscriber communicator" that transmits signals to the satellites, in 
which the sateUites inlays the signals to tl^e ground base stations. A "subscriber computing 
device" is comiected to the gateway via a network. The subscriber communicator and 
subscriber computing device may coimnunicate to one another via the two-way satellite 
communication system provided by Orbcoiimi. 

In this regard, there is a need in the industry to utilize the Orbcomm two-way satellite 
communication system and the global positioning satellite system to track containers along 

the surface of the earth. 

Further, containers for housing transporting items, such as food product, merchandise, 
etc are becoming very inexpensive compared to the cost of transporting the containers wttl. 
transporting items and the cost of bringmg the containers back to its original location, 
particularly in the train, truck and sWp industry. Containers are typicdly 
(2) or three (3) trips of transporting items. In this regard, a tracking device can not be 
permanently installed on the container. Therefore, there is need in the industry to prov.de a 
tracking device that is portable, detachable, Self-contained, and easily installed on the 
containers. Further, there is a need m the industry for a tracking system that includes the 
portable, detachable, and self-contained tracking device, the tracking device utilizes the GPS 
sateUites and &e Orbcomm two way satellite communication system. Further, there is a need 
for a central server that provides access to one or mor« users the tracking infomiation 
provided by the portable, detachable, self-contained tracking device. 



[0007] 



SUMMARY 

This invention relates to a system for tracking the location of shipping containers, 
suchasthoseshippedbyseaorontrainsortraUerspulledbytrucks. A portable detachable 
trackingunitisattachedtotheshippingcontainer. This unit has an antenna that is capable of 
communicatingwithbothaGPSsatelliteandatwo-waysateUite. The tracking unit also has 
acomputer,aGPSr^iver,asatelUte transmitter, andamodem. An internal power supply 
suchasabatteryorfbelcellisprovided. This tracking unit can be easUy attached and 
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[0012] The tracking unit of this invention may have a power management and control circuit 

for regulating the power consumption so that part of the electronics of the unit can 
periodically be placed in the sleep mode to conserve power. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] Many aspects of the invention can be better understood wdth reference to the 

following drawings. The components in the drawings are not necessarily to scale, emphasis 
instead being placed upon clearly illustrating the principles of the present invention. 
Moreover, in the drawuigs, like reference numerals designate corresponding parts tliroughout 
the several views. 

[0014] FIG. I is a schematic view of an embodiment of a system for tracking a container via 

two-way satellite commuiucation. 

[0015] FIG.2 is a schematic view of an embodiment of a portable, detachable and self- 

contained tracking unit and a local interface device. 

[0016] FIG.3 is a block diagram of an embodiment of the portable, detachable, and self- 

contained tracking unit as shown in FIG. I . 

[0017] FIG.4 is a block diagram of an embodiment of a user central server as shown in 

FIG.l. 

[0018] FIG.5 is a perspective view of an embodiment of ttie portable, detachable, and self- 

contained tracking unit as shown in FIG. 1. 

[0019] FIG.6 is a flow diagram that illustrates an embodunent of operation of the system 

shown in FIG.l for tracking containers. 

[0020] FIG.7 is a flow diagram that illustrates an embodiment of operation of the user central 

server shown in FIG. I. 

[0021] FIG.8 is a flow diagram that illustrates an embodiment of operation of the portable, 

detachable, and self-contained tracking unit shown in FIG. I. 

[0022] FIG.9 is a perspective view of a belt for securing the tracking unit to the locking rods 

for locking the doors of a shipping container or the doors for the trailer portion of a tractor- 
trailer. 
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[0008] 



[00091 



[0010] 
[0011] 



-3- 

detached from the shipping container. This permits the tracking umt to be transferred from 
one container to another container. The tracking unit can have means for detecting when it 
has been detached from the shipping container. A simple spring in the back of the unit >vhich 
establishes contact with the shipping container can be used If the tracking unit is removed 
by unauthorized personnel, the spring will extend and make electrical contact and send a 
signal to the computer which will generate a message to be sent via the satellite to the central 
server. Sensors can also be provided in the tracking unit to detemxine when the tracking unit 
has been tampered with and to send a similar signal to the central server. 

The tracking unit can have a receiver for receiving conmiands or queries from the 
central server. The tracking unit can have a memory that is capable of receiving and storing 
geo-fencing information on the specified route the shipping container is to take to ttie 
destination with the computer being programmed to determine if the tr^king unit is outside 
of the geo-fence and to communicate that infonnation to the central server. The tracking umt 
has an internal power supply which may be a battery or fiiel cell or a fiael cell and a battery. 

The portable detachable unit can be mounted on one of the doors of the shipping 
container and locked with the locking bar that these containers have for locking the door. 
The tracking unit can be locked to the locking bar so that the locking bar cannot be unlocked 
without detaching the tracking unit first The locking bar on these containers can move up 
out of a locked position to allow the doors to be opened. The tracking unit can be clamped 
onto the locking bar and secured to the door so that the locking bar cannot be moved up 
witiiout detaching the tracking unit. Special fasteners, such as special studs, that reqmre a 
special tool to open can be used to provide an additional measure of security for the tracking 
unit 

Preferably, the antemia is vertical in relation to the earth to improve reception. The 
antemia is capable of receiving GPS and transmitting and receiving VHS communications. 

A built-in tracking unit can be provided that serves all the fonctions described above 
that determines by a sensor when the door of the shippmg contamer is opened and 
communicates that to a sateUite. It can also determine whether the tracking miit has been 
tampered with and communicate that information to the central server. 
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[0023] FIG. 10 is a perspective view of a locking mechanism for securing the tracking miit to 

the doors of the shipping container or the doors of the trailer portion of a tractor-trailer. 

[0024] FIG. 11 is a perspective view of a stud for locking the brackets shown in FIG. 10. 

[0025] FIG. 12 is a perspective view of a system for securing the trackmg unit through the 

locking rods for locking the doors of a shipping container or the doors for the trailer portion 
of a tractor-trailer. 

[0026] FIG. 1 3 is a cross-sectional view taken along line 1 3- 1 3 in FIG. 1 2. 

[0027] FIG. 14 is an exploded view of the backing unit showing the rear of the box and a 

bracket exploded away phantom hnes of a locking bar within the bracket. 

FIG. 1 5 is a perspective view showing the tracking unit being attached to a single 

locking rod on the door of a shipping container or trdler. 



DETAILED DESCRIPTION OF THE DRAWINGS 

[0029] Disclosed herein are systems and methods for tracking containers. In particular, the 

container can be tracked via a GPS system and two-way satellite communication network. 
Example systems are first discussed with reference to the figures. Although the systems are 
described in detail, they are provided for purposes of illustration only and various 
modifications are feasible. After the example systems have been described, examples of 
operation of the systems are provided to explain the manner in which the container can be 
tracked. 

[0030] Referring now in more detail to the figures in which like reference numerals identify 

corresponding parts, FIG. 1 illustrates an example system 100 for tracking container 111. As 
indicated in this figure, the system 1 00 generally comprises at least one global positioning 
satellite 1 18, at least one two-way communication satellite 124, a tracking unit 1 12, a user 
central server 1 14, a ground base station (or "gateway") 122, a network 120 and optionally a 
local interface 1 16. The two-way communication satellite 124 and ground base station 122 
are components of the Orbcomm two-way satellite communication system C'Orbcomm 
System") 130. As shown in FIG. I, the user central server 1 14, for instance, comprises 
desktop personal computers (PCs, such as Macintosh computere). The server 1 14 is typically 
utUized in the transporting industry, such as the truckmg, raihoad, and shipping industry. The 
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shipping container 1 11 is used to temporarily store or transport items and may be detachable 
to or permanently connected to a transporting machine such as a vehicle, train or sWp. 
[0031] In the embodiment shown in FIG.l, the tracking unit 1 12 is portable in that the unit 

1 12 moves along the surfece of the earth in tiiat tiie unit 1 12 may be removed from one 
container and connected to another. The tracking unit 1 12 is also self-contained because the 
unit 112 can operate independently and separately on its own, powered by a power supply 
and controlled by a processing device. As shown in FIG.l, the unit 1 12 is connected to the 
container 1 1 1 for moving by a truck, train, or ship. The tracking unit 112 may be connected 
anywhere on the container 111. However, it is preferably connected to the outside of the 
container U 1 and preferably coupled to lockmg bars 126, 128 of the container 1 1 1, as further 
described below. 

JQ032] The tracking unit 1 12 can locate its position along tiie surface of the earth and 

communicates its location to the user central server 1 14 via the two-way communication 
sateUite 124 and the GPS satellites 1 18. The unit 1 12 receives signals from at least three (3) 
GPS satellites 118 from vMch it determmes its location on the earth's surface. In addition, 
the tracking unit 1 12 can communicate with the user central server 1 14 via the Orbcomm 
system 130 and network 120. The Orbcomm two-way communication satellite 124 receives 
data from the tracking unit 1 12 and relays the data to the Orbcomm ground base station 122, 
which in turn relays the tracking information to tfie usa: central server 1 14 via a network 120. 
In the alternative, ot in addition, the satellite 124 may communicate directly to the user 
central server 1 14 bypassing the ground base station 122 and network 120. In botii 
alternatives, the user central server 1 14 receives the tracking information so that it can track 
the container 1 1 1 as it travels to its destinatiott 
[0033] In both alternatives mentioned above, the tracking unit 1 12 may also communicate to 

the user centraJ server 1 14 whether the contamer 1 1 1 and the unit 1 12 was tampered with, 
whe&er the unit 1 12 was off-course, and whether the unit 1 12 was detached from the 
container 1 1 1 , and maintenance and server information for flie tracking unit 1 12. 
[0034] It should be understood that the GPS fimction and two-way communication fimction 

can be incorporated in one satellite or in two satellites with one fimction in each. 
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[0035] A local interface device 1 16 can be provided for local intermittent communication 

between the tracking unit 1 12 and the user central server 114. The local interface device 1 16 
can communicate to both tlie tracking unit 1 12 and centml server 1 14 by way of either wire or 
wireless comrection or both. The local interface device 1 16 can gather diagnostic information 
regarding the tracking unit 1 12. The diagnostic data provides the settings and parameters of 
the unit 1 12 such that a user may check whether the unit 1 12 is prx)perly functioning as 
intended. The diagnostic data may include its tracking location data, identification data, GPS 
receiver check status, modem check status, power status, etc. It should be noted that the 
diagnostic data can be communicated via the Orbcomm system 130. 
[0036] The local interface device 1 16 can be designed to associate the tracking unit 1 12 with 

the container 1 1 1 and communicate such information to the central server 1 14. In other 
words, each tracking unit 1 12 is assigned to a container. The local interface device 1 16 
records the assignment of a tracking unit 1 12 to a container 1 1 1 and communicates the 
assignment to flie central server 1 14, 
[0037] The network 120, as shown in FIG.l, can comprise one or more sub-networks that are 

communicatively coupled to each other. By way of example, these networks include one or 
more local area networks (LANs) and/or wide area networks (WANs). 
[0038] FIG.2 is a schematic view of an embodiment of the tracking unit 1 12 and local 

interfece 1 16 as shown in FIG. 1. As mentioned above, the tracking unit 1 12 communicates 
with the user central server 1 14 via the Orbcomm system 130 and network 120. In the 
alternative, or in addition, the tracking unit 1 12 can conmumicate directly to the central 
server 1 14 via satellite 124. 
[0039] As shown in FIG.2, an antenna system 222 is coupled to both a modem 226 and a 

Board CPU/GPS 228, as indicated by reference numerals 200 and 210, respectively. The 
antenna system on 222 is preferable designed to be operated in the very high frequency 
(VHF) band to receive and transmit data. During operation of the GPS, the antenna system 
222 is preferably designed to operate at the GPS L-bands ranging from 950 - 2150 MHz. 
The antenna system may include more than one antenna. For example, a fir^ antenna may 
operate to transmit and receive the VHF band and a second may operate at GPS L-Band. 
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The modem 226 is linked 212 to the Board CPU/GPS 228. The modem 226 can have 
an ASIC for data processing from the user central server 1 14. The modem 226 can process 
data from the Board CPU/GPS 228 and fecilitate communication with the user central server 
1 14. The modem 226 is preferably designed for an Orbcomm satellite system tiiat includes a 
two-way satellite communication, i.e. Quake Global satellite modem. The modem 226 can 
transmit and receive signals in the VHP frequency range. 
10041] The input and output (I/O) devices 206 can include various mechanical and electrical 

sensors that monitor temperature, presence of certain chemicals, pressure, shock values, etc.; 
whether the container doors are locked; whether the trackmg unit 1 12 is tampered with; and 
wheflier tiie tracking unit 1 12 is detached from the container 111. 
[0042] A self-contained power supply 202 can be included in the trackmg unit 1 12 which is 

coupled to modem 226, Board CPU/GPS 228 and I/O devices 206. The power supply 202 
may be fuel cells 524A-C (as shown in FIG.5) and/or dry cells (not shown). The power 
supply 202 can include voltage and/or current regulator curcuitty to supply power to the 
components in the tracking unit 1 12. The power supply 202 can also include detectors that 
detect the amount of voltage and/or current being drawn from the power source, hi addition 
the power supply can include a power management and control circuitry for regulating the 
power consumption of the trackmg unit 1 12. For example, the tracking unit 1 12 can operate 
in a sleep mode, during which the power management and control circuitry provides power to 
operate only the processing device on the Board CPU/GPS 228. The other components on 
the trackmg unit 1 12 are switched off, thereby consummg less power. 
[0043] The local interface device 1 16 can include an infrared interface (I/R I/F) 204 and 

external serial interface 208. The external serial interface 208 is coupled to the Board 
CPU/GPS 228, as indicated with referoice numeral 218. The external serial interface 208 
includes components used to faciUtate connection of the Board CPU/GPS 228 to tiie local 
interfece device 1 16 and therefore, fx instance, comprise one or more serial, parallel, small 
system interfece (SCSI), universal serial bus (USB), or IEEE 1394 (e.g., Firewire™) 
coimecdon elements. 

[0044] The infrared interface (I/R I/F) 204 is coupled to the Board CPU/GPS 228, as 

indicated by reference numeral 214. The I/R I/F 204 reads external data such as the container 
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identification number. It sliould be noted that other types of communication, such as radio 
frequency, can be used for communication with the tracking unit 1 12 and local interface 
device 116. 

[0045] The Board CPU/GPS 228 manages the operation of the tracking unit 1 12. Board 

CPU/GPS 228 also includes a GPS receiver for locating the tracking unit 1 12 along the 
surface of the earth. The Board CPU/GPS 228 is further described in FIG.3. FIG.3 is a block 
diagram illustrating an example of the architecture for the Board CPU/GPS 228 as shown in 
FIG.2. In the embodiment shown in FIG.3, the Board CPU/GPS 228 comprises a processing 
device 300, memory 302, I/O controller 324, link controller 318, GPS receiver 320, and clock 
322. The processing device 300 can include any custom made or commercially available 
processor, a central processing unit (CPU) or an auxiliary processor among several processors 
associated with the Board CPU/GPS 228, a semiconductor base microprocessor (in the form 
of a microchip) or a microprocessor. The memoiy 302 can include any one or a combination 
of volatile memory elements {e.g., random access memory (RAM, such as DRAM, SRAM, 
etc.)) and non-volatile memory elements {e.g., ROM, Hard Drive, Tape, CD-ROM, etc.). 

[0046] The memory 302 normally comprises various programs, (in software and/or firmware) 

including an operating system (0/S) 3 14 and a tracking unit manager 316. The 0/S 3 14 
controls tlie execution of programs, including the tracking unit manager 3 16, and provides 
scheduling, input-output control, file and data management, memory management, and a 
communication control and related services. The tracking unit manager 3 16 fecilitates the 
process for tracking the container 1 1 1 securing the tracking unit 112 and/or container 111, 
and maintaining and servicing the tracking unit 1 12. The tracking unit manger 316 may 
include a process that manages the power consumption of the tracking unit 1 12. For 
example, when operating in sleep mode, the tracking unit 316 manager enables the 
processing device 300 to operate at low power consumption while the other components of 
the unit 112 are svsdtched off. 

[0047] As shown in Fig 3, flie I/O controller 324 facilitates control and operation of the I/O 

devices 206, as shovm in FIG.2. The link controller 318 facilitates the control and operation 
of the modem 226 (shown in FIG^2), external serial interface 208 and a GPS receiver 320. 
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10048] In tiie embodiment shown in FIG.3, the GPS receiver 320 receives tracking data from 

the global positioning satellite 1 18 and the tracking data is processed by the processing 
device 300. The tracking unit 1 12 receives synchronized data from multiple GPS satellites 
1 18. In other words, all of the GPS satellites 1 18 send a signal at the same time. The GPS 
receiver 320 receives the signals, calculates the time differences between three or more 
signals, and determines the distance of the satellites from the tracking unit. Using the 
calculated distances between the satellites and the tracking unit 1 12, the receiver 320 can 
calculate the position of the tracking unit 1 12 along the surface of the earth. 
[0049] FIG. 4 is a block diagram illustrating an example of the architecture for the user 

central server 1 14 as shown in FIG.l. As indicated in FIG.4, the user central server 1 14 
comprises a processing device 400, memory 402, one or more user mterfece devices 404, one 
or more I/O devices 406, and one or more networking devices 408, each of which is 
connected to a local interface 410. The processing device 400 can include any custom made 
or commercially available processor, a central processing unit (CPU) or an auxiliary 
processor among several processors associated with the central server 1 14, a semiconductor 
based microprocessor (in the form of a microchip), or a macroprocessor. The memory 402 
can include any one or a combination of volatile memory elements (e.g., random access 
memory (RAM, such as DRAM, SRAM, etc.)) and nonvolatile memory elements (e.g., 
ROM, hard drive, tape, CDROM, etc.). 
[0050] The one or more user interface devices 404 comprise those components with which 

the user ie.g., administrator) can interact with the central server 114. Where the central 
server 114 comprises a server computer or simUar device, these components can comprise 
those typically used in conjunction with a PC such as a keyboard and mouse. 
[0051] The one or more VO devices 406 comprise components used to fecilitate connection 

of the central computmg device to other devices and therefore, for instance, comprise one or 
more serial, parallel, small system interface (SCSI), universal serial bus (USB), or IEEE 1394 
(e.g., Fiiewire™) connection elements. The networidng devices 408 comprise the various 
components used to transmit and/or receive data over the network 120, where provided. By 
way of example, the networidng devices 408 include a device that can communicate both 
inputs and outputs, for instance, a modulator/demodulator (eg. , modem), a radio frequency 
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(RF) or infraied (IR) transceiver, a telephonic interface, a bridge, a router, as well as a 
network card, etc. The memory 402 normally comprises various programs (in software • 
and/or firmware) including an operating system (0/S) 412 and a central tracking unit 
manager 414. The 0/S 412 controls the execution of programs, including the central tracking 
imit manager 414, and provides scheduling, input-output control, file and data management, 
memory management, and communication control and related services. The central tracking 
manager 414 facilitates the process for managing the tracking unit 1 12 and container 111. 
Typically, the process involves receiving data corresponding to managing the tracking unit 
1 12 and container 111 via the Orbcomm system 130 and the network 120 and tracking the 
container 1 1 1 in accordance with the received data. In the alternative, or in addition, the 
process involves receiving the managing data directly from the two-way conununication 
satellite 124. 

[0052] FIG. 5 is a perspective view of an embodiment of the portable detachable self- 

contained tracking unit 1 12 as shown in FIG. 1 . As indicated in FIG.5, the tracking unit 1 12 
is comprised of a housing 520, a housing cover 529, an antenna 222, a Board CPU/GPS 228, 
a modem 226, and fuel cells 524A-C. The fiiel cells 524A-C, antenna 222, the Board 
CPU/GPS 228, and modem 226 are contained in the housing 520. The antenna 222 may be 
coupled to the housing cover 529, eitiier along the interior wall of the housing cover 529 or 
integrated into or part of the housing cover 529. As mentioned above with reference to 
FlG.l, ttie tracking unit 1 12 is designed to be portable in that the unit 1 12 moves along the 
surface of the earth and is detachable in that the unit 1 12 may be removed from one container 

1 1 1 and connected to another. The tracking unit 1 12 is also self-contained because the unit 

1 12 can operate independently and separately on its own, powered by its own power supply 
and controlled by its own processor. 

[0053] In the embodiment of FIG.5, the housing 520 may be comprised of at least three side 

walls, preferably four side walls 510, 511, 512, 513 and abottom wall 532. The housing 520 
may be constructed to form a shape of a triangle, square or rectangle. The housing 520 may 
further include a housing cover 529 for covering the opening of the housing 520. The 
housing 520 may be sealed with an industry standard adhesive, and is preferably air-tight and 
waterproof. The housing 520 may be made of plastic and/or metal. The housing 520 protects 
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the integrated components of the tracking unit 1 12 against any environmental strains and 
mechanical impacts. The interior of the housing may include tliree separate chambers: 1) fuel 
cells chamber, 2) Board CPU/GPS chamber and 3) modem chamber. The chambers may 
include raised walls such that the fiiel ceUs 524A.C, Board CPU/GPS 228, and modem 226 
may snugly fit into the chambers. Fig. 9 fiirther illustrates an embodiment of the tracking 
unit 1 12 attached to the container door 111. 
[00541 FIG.6 illustrates a high-level example of the operation of the trackmg system 100 for 

tracking a container 1 1 1 along the surface of the earth and determining the security of the 
container 1 1 1 and the tracking unit 1 12. With the system 100, a user can monitor the location 
of aoontainer 111 by uploading the trackmg infiDrmationint» the user centra! server 114. A 
user may also be notified whetherihe container 111 and tracking unit 112 have been 
tampered with, and whether the tracking unit 112 is detached fix)m the container 111. 
100551 Beginning with block 700, the tracking system 100 communicates tracking data 

between the tracking unit 1 12 and the user central server 1 14 via two-way communication 
sateUite 124. The tracking data may. for example, include the location of the trackuig unit 
112 and container 111; whettier the container 1 1 1 and tracking unit 1 1 2 has been tampered 
with; and whether the tracking unit 1 12 is detached from the container 1 1 1 . In addition, the 
data may include information of whether the container 1 1 1 is off-course during its travel t» 
its destination (also known as geo fencing). The data may also include a container 
identification number for identifying the tracking unit 1 12 attached to the container 1 1 1 . The 
information may further mclude of the settings and parameters to service and maintain the 
trackmg unit 1 1 1 . In short, &e data allows the central server 1 1 4 to communicate, locale, 
manage, service, maintain, and monitor the s««mty of the tracking unit 1 12. The information 
aUows the central server 1 14 to monitor the security of the contamer 111. 

In block 702, the system 100 manages the tracking infonnation regarding the location 
of the trackmg unit 1 12 and container 1 1 1 and security of the tracking unit 1 1 2 and container 
111 and maintenanceand service of Aetiackmgunit 112. The system 100 can notify the 
user central server 1 14 when the tracking unit 1 12 is detached from the container 1 1 1, or 
vdienthe contamer is off-course to its destination; when the tracking unit 112 has reached its 
destination; and when the tracking umt 1 12 or container unit 121 has been tampered with. 
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[0057] Fig. 7 illustrates an example of operation 1 121 of the user central server 114 tliat 

facilitates tracking the container 1 1 1 and tracking unit 1 12 and the security of the container 
1 1 1 and tracking unit 112. In block 800, the user central server 1 14 associates a container 
1 1 1 with a tracking unit 1 12 via local interface device 1 16 or tv^o-way communication 
satellite (TWCS) 124. For example, as mentioned with reference to Fig, I, the local interface 
device 1 16 can detect an identification (ID) data on the container 1 1 1 and detect the 
identification ID data of the tracking unit 112. The local interface device 1 16 transmits the 
container and unit ID data to the central server 1 14. The central server 1 14 links the 
container 1 1 1 and the tracking unit 1 12 together in the server's database, hi the alternative, 
or in addition, the tracking unit 112 may detect the ID data on the container 1 1 1 and relay the 
container ID along with the tracker unit ID via TWCS 124 to the user central server 114. The 
server 1 14 then enters the information into its database associating the container 1 1 1 with the 
tracking imit 1 12. 

[0058] In block 802, the user central server 1 14 can query the tracking unit 1 12 for the unit's 

location and receive the location data firom the tracking unit 1 12, both via TWCS 124. For 
example, the user central server 1 14 can query the tracking unit 1 12 first and then receive 
location data fi-om the tracking unit 1 12, or the central server 1 14 simply receives the location 
data from the tracking unit 1 12 without querying. 

[0059] In block 804, the user central server 1 14 tracks the location of the tracking unit 1 12 by 

monitoring the imit's location. In block 806, the user central server 1 14 determines whether 
tiie tracking unit 1 12 has reached its destination or not. If the user central server 1 14 receives 
a signal that the tracking unit 1 12 did not reach its destination, then user central server 114 
can continue to query and receive location data from the tracking unit 1 12, as showoi in block 
802. If the user central server 1 14 receives a signal that the tracking unit 1 12 did reach its 
destination, then the user central server 1 14 may notify the us^ that the tracking unit 112 and 
Hie container 111 have reached tiieir destination, as shown in 8 12. 

[0060] In the alternative, or in addition, as shown in block 808, the user central server 114 

can also query and receive tampering data fi:t>m the tracking unit 1 12 via TWCS 124 as to 
whether the container 1 1 1 or tracking unit 1 12 were tampered with. In block 8 10, the user 
central server 1 14 determines whether tampering has occurred or not If the user central 
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server 1 14 receives a signal that tampering did not occur, then the user central server 1 14 
continues to query and receive the tampering data from the tracking unit 112. Iftheuser 
central server 114 receives a signal that tampering did occur, then the user central server 1 14 
may notify a user that the container 1 1 1 and tracking unit 1 12, or both, were tampered with, 
as shown in block 812. 

(0061] hi the alternative, or in addition, as shown in block 814, the user central server 114 

can also query and receive off-course data from the tracking unit 1 12 via TWCS 124 of 
whether the container 1 1 1 and unit 1 12 are or were off-course or not. hi block 816, the user 
central server 1 14 detennines whether the tracking unit 1 12 and container 1 1 1 are or were 
off-course or not If ttie server 114 receives a signal that the trackmg unit 1 12 and or 
container 1 1 1 were not off-course, the user central server 1 14 continues to receive the off- 
course data from the tracking unit 1 12, and query trackmg unit 1 12 to report the off-course 
data, both via TWCS 124. If the user central server 1 14 receives a signal that the tracking 
unit 1 12 and container 1 1 1 are or were off-course, then the user central server 1 14 may notify 
the user that the tracking unit 1 12 and the container 1 1 1 are or were off-course, as shown in 
812. 

(0062] In the alternative, or in addition, as shown in block 818, the user central server 114 

can also query and/or receive detaching data from the fracking unit 1 12 via TWCS as to 124 
whether the trackmg unit 1 1 2 was detached from the container 1 1 1 or not In block 820, the 
user central server 1 14 determmes whether detachmg occun-ed or not If flie user central 
server 1 14 receives a signal that detaching did not occur, then the user central server 114 
continues to query and/or receive the detachmg data from the trackmg unit 112. Iftheuser 

central server 1 14 receives a signal that detaching did occur, then the user central server 1 14 
may notify the user that the tracking unit 1 12 was detached, as shown in block 8 12. 
[0063] A sensor can be provided to determine whether the hacking unit 1 1 2 has been 

detached from the container 111 or not For example, a spring could project from the back of 
the trackmg unit 1 12 to the container 11 1 . If tiie tracker unit 1 12 is detached, the spring 
would extend to create an electric contact in the unit signaUng the unit's detachment, which 
would be communicated to the user central server 1 14. 
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[0064] In a similar feshion, tamper sensors could be place in tlie tracker unit 1 12 tliat would 

trigger a signal that the unit was being tMipered with. 

[0065] During the reception of data for the events mentioned above, the user central server 

1 14 can also receive data as to the maintenance and service of the tracking unit 1 12. Based 
on this data, the user central server 1 14 can manage the tracking unit 1 12, such as power 
management, or notify the user that maintenance is needed or the batteries need to be 
replaced or serviced, 

[0066] Fig. 8 provides an example of operation 1 1 12 of the tracking unit 1 12 as shown in 

Fig. 1. Beginning with block 900 of Fig. 8, the trackuig unit 1 12 is connected to the 
container 111, preferably on a door or doors 1003 of the container as shown in FIG. 9. More 
specifically, the tracking unit 1 12 may be placed between the locking bars 1002, 1004 (shown 
in Fig. 9) such that it may monitor whether tlie container door or doors 1003 were tampered 
with or not The tracking unit 1 12 transmits its ID data to the user central server 1 14 via the 
local interfece device 1 16 or TWCS 124. For example, as mentioned with reference to Fig. 
7, the local interface device 1 16 can detect an identification (ID) data on the container 1 1 1 
and d^^ct the identification ED data of the tracking unit 1 12. The local interface device 1 16 
then transmits contamer and unit ID data to the user central server 1 14. The user central 
server 1 14 links the container 1 1 1 and the tracking unit 1 12 together into the server's 
database. In the alternative, or in addition, the tracking unit 1 12 may detect the ID data on 
the container 1 1 1 and relay the container ID along with the unit ID via TWCS 124 to the user 
central server 1 14. The user central server 1 14 then enters the information into its database 
associating the container 1 1 1 with the tracking unit 112. 

[0067] In block 902, the tracking unit 1 12 transmits location data to the user central server 

1 14 for locating the tracking unit 1 12 and container 111. The tracking unit 1 12 can receive a 
querying signal via TWCS 124 fiom user central server 114 to report its location* bi block 
/ 904, the tracking unit 1 12 determines whether the unit 1 12 has reached its destination or not 
Optionally, the tracking unit 1 12 may also determine whether it has traveled off-course (i.e., 
geo-fencmg). hi this regard, the user central server 1 14 or the local interface device 1 16 may 
preprogram in the tracking unit 1 12 the location of its destination and the parameters of the 
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traveling route to its destination. Therefore, tlie tracking unit 1 12 can calculate v*.ether it 

reached its destination or traveled off-course. 

If fee container 1 1 1 and tiie tracking unit 1 12 have not reached their destmation or 
have traveled off^ourse, then the tracking unit 1 1 2 continues to transmit the destination data 
or off-course data to the user central server 1 14 and receive query signals from the user 
centralserver 1 14 to report destination data and off-course data as indicated in block 902. If 
the container 1 1 1 and tracking unit 1 12 have reached their destination or traveled off-course, 
the tracking unit 112 transmits data via TWCS 124 to user central server 114 that the tracking 
umt 112 and container 1 1 1 have reached their destination or traveled off-course, as shown in 
block 908. Afer the tracking unit 1 12 has transmitted to user central server 1 1 4 that it has 
cached its destination or tiaveled off-course, the tracking unit 112 may optionally o^^^ 

sle^ mode, as shown in block 910. 

In the alternative, or in addition, as shown in block 912 and 918. tire tracking unit 112 
may transmittampering data to user central serverll4viaTWCS 124, which indicates 

v^etherthe containerlllor tracking unitll2 was tampered with ornot. The ^^^^ 
1 12 may receive a query signal via TWCS 124 firom user central server 114 to report 
tampering data. In block 9 14 and 920. the tracking unit 1 12 detemiines whetixer tampering 
occurred witii tire door or any oti«r part of the container or tracking mut 1 12 where 
tampering sensors are located. If there ^^ no tampering, tiienthe tracking untt 112 
continues to transmit via TWCS 124 to the user central server IHfliat the container 111^ 

tracking unit 1 12 were not tampered with, and to receive query signals from the central server 
IHtoreporttamperingdata. ffthere tampering, then the tracking urut 112 transmits via 

TWCS 124 to user central server 1 14 fliat the tracking unit 112 and container i 1 1 were 
tampered with, as shown in9l6and 922. Hienas shown in block910.tiie tracking mutll2 

may optionally operate in the sleep mode. 

intiie alternative, or in addition, as shown in block 924. the trackingunit 112 may 
transmit via TWCS 124 to the user central server 114 detaching data, indicating whether the 
tcackingunitll2wasdetachedfromtiiecontainerlll. The tracking unit 1 12 may optionally 

receive a query signal via TWCS from user central server 1 14 to report detaching data. In 
block 926, fee tracldngumtll2 determines whether it was detached from the cont^^^ 
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or not. If detacliing did not occur, tlie tracking unit 1 12 continues to transmit to the user 
central server 1 14 that it was not detached and receive query signals from the user central 
server 1 14 to report detaching data. If detaching did occur, then the tracking unit 1 12 may 
transmit to user central server 1 14 that it was detached from the container 111, as shown m 
block 928. After the tracking unit 1 12 transmits to user central server 1 14 that it was 
detached from the container 1 1 1 or was not detached, the tracking unit 1 12 may optionally 
operate in the sleep mode, as shown in block 910. 
[0071] During the transmitting of data for the events mentioned above, the tracking unit 1 12 

may also transmit data about the maintenance and service of the tracking unit 1 12, such as 
power management and battery condition, GPS receiver check status, and modem check 
status. 

[0072] FIG. 9 represents one means of securing the tracking unit 1008 to a sea going 

container or the trailer of a tractor-trailer rig 1000. The container or trailer 1000 has an 
opening end 1001 and two doors 1003 with conventional hinges 1005 attached to the 
container or trailer for closing the opening end 1001 . 

[0073] A crack 1007 is shown where the doors 1003 meet when they are closed. The 

tracking unit 1008, which contains all of the electronic components, is attached to the 
container or trailer 1000. The tracking unit 1008 secures the two doors 1003 in the closed 
position by a locking belt 1010 which is securely attached to the back end of the tracking unit 
1008 by fastenii^' means such as being bolted to the back of tracking unit 1008 (not shown). 
The locking belt 1010 may have two apertures 1012 near each end of tiie belt that meet near 
the center of the trackmg unit 1008 on its fix)nt side. A locking wire 1014 can be treaded 
• through those two apertures 1012 with the two ends being secured together by security seal 
1016. The locking belt 1010 extends around the left trailer locking rod 1002 and the right 
trailer trackmg rod 1004. 

[0074] The opening ends 1001 of container or trailer 1000 are usually similar in design. The 

doors 1003 are attached to the container or trailer 1000 by conventional hinges 1005 at the 
top and bottom of the container or trailer near each side 1009. Locking hatches 1006 secure 
the locking rods 1002 and 1004 to the top and bottom of the trailer and may be attached by a 
rod (not shown) to the trailer locking bar 1018. A trailer-locking handle 1020 is attached to 
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[0075] 



[0076] 



this bar 1018 for unlatching the loclcing rods 1002 and 1004 from locking latches 1006. This 
trailer-locking handle 1020 is usually seemed by locking through one of the doors 1003 so 
that the doors 1003 can not be opened without unlocking. 

The tracking unit 1008 may be placed between the left locking rod 1002 and right 
locking rod 1004 or may be placed outside of the lockingrods 1002 and 1004. If there was 
sufficient room between the locking rod 1002 or 1004 and the side 1009, the tracking unit 

1008 could be placed tliere. 

It is preferable that the tracking unit 1 008 has means for securely fixing the unit at the 
desired vertical location along locking rods 1002 and 1004. There are many means by which 
this can be accomplished. One means is shown in FIG. 9 which has upper positioning clamps 
1022 and lower positioning clamps 1024. These clamps can be secured to the locking rods 
1002 and 1004 in a number of ways. One simple means is to have tightening screws for 
tightenmg the positioning clamps 1022 and 1024 aromid the locking rods 1002 and 1004. 
The locking belt 1010 can be made out of any suitable material such as leather, webbing or 
metal. This security seal 1016 may be a custom stamp. The security seal could be a lead ball 
in which each end of the locking wire is securely fastened so that the locking wire 1014 can 
not be removed without damaging the seal. Many customs authorities have special tools to 
make such a seal. Having this type of seal is important as it may permit a container from one 
countiy to enter through the customs authority of another country without the necessity of 
breaking the seal. The seal appUed by the customs authority is proof that the paperwork on 
the shipment and the contents on the inside have been approved and accepted by tiie customs 
aufliority on a shipment going from one countiy to another. This seal could be broken by the 
customs authority at the entiy point into the other countiy if it is necessary to inspect the 
contents of the container. If the customs authority breaks the seal, it may reseal it as it 
continuesitsjoumeyintothecountiyofitsdestination. Oneadvantageof having this as an 
official custom seal, which can only be appUed by a spedal tool possessed by the customs 
authority, is ftat some customs aulhorities wUl allow the container.to enter a country from a 
foreign «)untry and proceed to its destination where the seal may be broken. The security 
seal 1016 can be made of lead or nylorL 
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[0077] The locking wire 1 0 14 can be a wire or a nylon strap. Basically this locking system, 

using a locking wire 1014 and security seal 1016, is designed so that the container or trailer 
1000 cannot be opened without breaking the security seal 1016 or the locking wire 1014 
wliich would obviously alert the customs authority or the party to vAiom the container 1000 is 
shipped that the container may have been opened and its contents tampered with or removed 
or otiier contents added to the container or trailer. This security feature is important to fulfill 
the requirements imposed by insurance carriers. 

[0078] The locking wire 1014 could also be a commercially available plastic strap which 

extends through a plastic lock which is an integral part of the pl2Lstic strap vvdiich cannot be 
opened without cutting the plastic strap, A bar code or other similar identification mark 
could be placed on the locking wire 1014 to ensure that the locking wire 1014 and security 
seal 1016 have not been removed and replaced with the locking wire and security seal tliat 
appears to be identical. 

[0079] FIG. 10 is another embodiment of the locking system for locking the tracking unit 

1008 to the container 1000. The description of the trailer or container set forth above in 
respect to FIG. 9 is equally applicable to FIG. 10. The tracking unit 1008 is mounted to the 
opening end of the trailer or container 1000. The tracking unit 1008 shows the antenna 1027 
in a vertical position in reference to the top of the container 1011, which is preferable for 
communication. If there is sufficient space between the locking rods 1002 and 1004 on the 
doors of the container 1003, the tracking unit 1008 can be mounted in that position. In many 
cases there is not sufficient space so the tracking urut 1008 must be mounted outside of 
locldng rods 1002 and 1004. The tracking unit 1008 is securely mounted by fastening 
brackets 1028, which are curved to fit over the outside of locking rods 1002 and 1004. In 
order to provide additional security the festening brackets 1028 can be made as an integral 
part of the tracking unit 1008. Alternatively the fastening brackets 1028 can be attached 
through tiie back of tracking unit 1008 by bolts or other means with the back of the tracking 
unit 1008 being so close to the surfieice of the doors 1003 that the bolts cannot be removed 
without also removing the fastening brackets 1028. In other words the curvature of the 
brackets 1028 around locking rods 1002 and 1004 is designed such that the tracking imit 
1008 fits flush against the container doors 1003. The fastening brackets 1028 can be festened 
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[0080] 



to the doors 1003 of the tiaUer by special studs 1030 that screw in to corresponding female 
openings in the doois 1003. Because the distance between the corresponding holes in the 
trailer doors 1003 may vary the festenuig brackets may have a slot or other means to fit doors 
where there is a difference in the distance between the female openings on the ri^t and the 
left doors 1003. A simple slot could be provided in bracket 1028 through which the special 
stud is screwed. A special stud 1030 can be provided with special features to deter 
unauthorized removal. An example of this is illustrated in FIG.l 1 which shows the special 
shid 1030 which is a designed like one of the studs on each wheel of some European 
automobiles to deter the unauthorized removal of the wheel. A special socket 1040 for use 
with a socket handle is iUustrated in FIG.l 1 . The special stud 1030 has a female opening 
1032 of a special configuration whUe the socket 1040 has a male end 1042 that fits snuggly 
inside of the female opening 1032 of the special stud 1030 so it can be removed. To provide 
additional security, the stud 1030 for each hole in the fastening bracket 1028 could have a 
different configuration, which would require a different socket 1040 with a different 
configured male end 1042. Thus, four different sockets would be required to remove the 

^staling bracket 1028. 

FIG. 12 shows an alternative way of mounting the tracking unit 1008. fa this case the 
left lockmg rod 1002 and right locking rod 1004 are spaced closer together than in the earlier 
described embodiments, fa this case the tracking unit 1008 is located with its long dimension 
being m the vertical position in respect to the container or trailer 1000. The tracking unit 
1008 fits between lockmg rods 1002 and 1004. The tracking unit 1008 is attached to locking 
rods 1002 and 1004 by a U shaped bracket 2002 with a tongue extension 2004 as shown m 
Fig. 13. The U shaped portion of tiie bracket 2002 extends around locking rod 1002 or 1004. 
The inner portion 2006 of the U shaped bracket 2002 is skewered to the outer portion 2008 of 
the U shaped bracket 2002. A portion 2010 of the tracking unit 1008 extends between the 
inner portion 2006 and outer portion 2008 of the U shaped bracket 2002. This portion 2010 
of the trackmg unit 1008 may have a recess 2012. The U shaped bracket 2002 is connected 
to the trackmg unit 1008 as shown fa FIG. 12. One way of securing the tracking unit 1 008 to 
a locking rod 1002 or 1004 is by providing an aperture 2014 that extends through the outer 
portion 2008 of the U shaped bracket 2002 and toough the tracking unit 1008. A threaded 
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bore 2016 is provided in the inner portion 2006 for receiving a threaded stud 201 8. The 
threaded stud 2018 can be tightened to firmly attach the portion 2010 through tlie U shaped 
bracket 2002. It may also be constructed in such a manner as to apply pressure to the locking 
rod 1002 or 1004 to prevent the tracking unit 1008 from moving up and down on the locking 
rods 1002 and 1004. The other U shaped brackets 2002 are constructed in the same manner. 
A cushioning material 2020 may be placed between the U shaped bracket 2002 and the door 
1003 of the trailer. This cushioning material 2022 may be adhered to the bottom of the U 
shaped bracket 2002 or to the door 1003 by an adhesive strip 2022. A cushioning material 
2020 and adhesive strip 2022 may be placed between the back of the tracking unit 1008 and 
the door 1003. The U shaped bracket 2002 has an elongated tongue 2004 and a width W as 
illustrated in FIG. 14. The length and the width W of the U shaped bracket is made of a 
sufficient size to support the U shaped bracket 2002 in position. The U shaped bracket 2002 
can be made out of any suitable material, such as steel. Certain types of strong plastics such 
as high density nylon can be utilized to reduce the shock that may be transmitted from the 
container 1000 to the tracking unit 1008. The cushioning material 2020 and 2024 may also 
help reduce the shock transmitted by the container 1000 to the tracking unit 1008, It may be 
important to reduce the transmission of shock to the tracking unit 1008 to avoid damage to 
the electronics contained therein. 

[0081] It will be noted in FIG. 12 that the tracking unit 1008 is located a suitable distance 

above the floor 2028 of the container 1000 so as not to interfere vdth the loadmg and 
unloading of the container 1000. 

[0082] It should also be pointed out that the threaded studs 201 8 can have a female opening 

1032 as illustrated in FIG. 1 1 by special stud 1030. A special socket 1040 will then be 
needed to unthread the threaded stud 2018. As pointed out above, each of flie threaded studs 
2018 may have a female opening 1032 of a different configuration requuing a diflFerent 
socket 1040 to remove each stud. 

[0083] It should be pointed out that it may be possible to open the container 1000 by only 

removing the threaded studs 2018 on one side of the container 1000. Better security may be 
provided if it is necessary to open all four tiireaded studs 2018. The locking system 
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illustrated in FIG. 12 is not limited to the requirement of having four U shaped brackets 2002. 
Two or even more than four brackets may be requited under certain circumstances. 
[0084] An additional advantage of having the length and width W of the U shaped bracket 

2002 of a sufficient size and to have the cushion 2020 and 2024 is to prevent damage to the 
surface of the doors 2003 of the container 1000. 
[0085] As illustrated in FIG. 15 the tracking unit 1008 can be attached to the container door 

1003 by one or more clamps 3002 with clamp to a single locking rod 1002. The clamp has a 
stud 3018 that screws in to the tracking unit 1008 and on into threads in the container door 
1003. A stud 3020 attaches the clamp directly to the door. The clamp 3002 clamps directly 
to the door 1003. The studs 3018 and 3020 may be special studs. Stud 1030 described in 
FIG. 11 may lock metal covering plate (not shown) can be placed over the studs 3018 and 
3020 to prevent their removal. The studs 3018 are screwed tight enough to prevent the 
locking rod 1002 from being moved up to open the door 1003. 
[0086] It should also be pointed out that the sensor can be placed m the tracking unit 1008 to 

record whether it has been 
[0087] The tracking unit 1 12 can be brnlt into the shipping container 1 1 1 as a part of the 

door. The tracking unit 1 12 can provide the same information as described above. This 
built in tracking unit 1 12 (not shown) can have a sensor for determining when the door of the 
shipping container is open which can then be communicated to the user central server 1 14 via 
the two-way satellite. Tamper sensors can also be placed in the tracking unit 1 12 and this 
information conveyed to the user central server 1 14. In the event the trackmg unit 112 is 
built into the door of the sWppmg container 111, provision can be made for the easy 
replacement of the battery or other power source. 
[0088] It should be emphasized that the above-described embodiments of the present 

invention, particularly, any "preferred" embodiments, are merely possible examples of 
implementations, merely set forth for a clear understanding of tiie principles of the invention. 
Many variations and modifications may be made to the above-described embodiment(s) of 
flie invention witiiout departing substantially from the spirit and principles of tiie mvention. 
AU such modifications and variations are intended to be included hece in within the scope of 
this disclosure and the present mvention and protected by the following claims. 
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